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COMPLEX
CHALLENGES
SIMPLE SOLUTION

The highest risk to the backup
process? Human error.

Backups — Tricky but necessary

Your data is important; and being able to recover it
when lost can be anything from pleasantly convenient
to career-saving. Digital data protection, however, has
become complicated. Regardless of economic
conditions, people continue to generate data (some at
a rate of over 100% year-on-year) and communication
advances enable the dispersion of valuable informa-
tion around the globe. Add to this, the fact that some
countries’ national regulations hold private individuals
and CEOs personally accountable for the data they
and their companies possess and proper data
management with reliable backup and recovery

procedures becomes essential.

The core data protection problem

Anytime recovery is only possible if reliable and well-
managed backups are performed regularly. Yet popu-
lar backup procedures often rely on data owners to
back up data themselves and companies employing
backup measures tend to assign data management to
IT personnel. Neither methods prove reliable.
Research shows that the factor posing the highest risk
to the backup process is human error. With a system
as vulnerable as this, the high rate of unsuccessful
recoveries experienced in the industry is

unsurprising.

Industry challenges

Backup processes need to overcome a host

of challenges in addition to the risk of human

error:

Disk, hardware and software
malfunction — Corrupt or damaged
workstations often render locally stored
copies of information inaccessible or

useless.

Natural disasters, viruses and theft —
Damaged or destroyed data needs to

be made accessible again.

Runaway data growth — Ever-
increasing data volumes can lead to
increased costs, excessive hardware,
inefficient data management and

eventually failed recoveries.

Multiple 0OS and hardware
requirements — Many backup systems

are forced to employ a mixture of prod-

ucts to cater for different environments.

Data distribution — Research shows
that the majority of corporate data

leaves the premises daily. Protecting
this “orphan” data can be almost im-

possible without a unifying system.

Data management — Decreasing disk
prices have encouraged increasing
hardware as a solution to data growth
but management of what gets backed
up and where it is backed up to conse-

quently becomes more difficult.

. Compliance regulations — National
and international data regulations
govern some storage processes down

to the file-type level.

. Complicated recovery procedures —
At disaster management or file-level,
recovery is often difficult and time-

consuming.

. Security — Data regulations and new
technologies make data encryption

requirements more stringent.

One scalable, flexible solution

Attix5 Pro’s disk-to-disk backup solution is
designed to cover all the bases, accommo-

date changes and grow with your business.

Automatic online backups en-
sure constant protection,
removing the need for users to

bear the responsibility.

Modules for desktops & laptops,
servers and storage platforms
connect seamlessly to suit any

network.

Intelligent data selection,
multiple Backup Accounts and
off-site storage enable easier
data management of rapidly

increasing volumes of data.





ONLINE BACKUP,
OFF-SITE STORAGE
& RAPID RECOVERY

Benefits

Automatic up-to-the-minute backup scheduling
Eliminate the risk of human error by automating
backups. Attix5 Pro enables you to create backup
schedules that ensure regular backups automatically.
Create simple once-a-day schedules or advanced

schedules to run on specific days at particular times.

Fully scalable and flexible

Attix5 Pro scales seamlessly to accommodate
anything from one to thousands of workstations and
servers; protecting data across physical platforms,

virtual environments and geographic locations.

Intelligent data selection
Include or exclude files and folders individually or use
profiling and filters to automate file inclusions and

exclusions based on filename or file type.

Anywhere, anytime recovery
Recover critical data in seconds over a Local Area

Connection or the Internet at the push of a button.

Central user management

The Attix5 Pro Storage Platform Console helps those
managing multiple users by providing them with a
single interface for monitoring and administering all
Backup Accounts. Remote Management gives the
administrator full control of all Backup Clients’
activities and filters, making it easy to enforce backup

procedure compliance.

Off-site data storage
Ensure data protection, even in the event of disaster,
using off-site storage at leading Attix5-enabled data

centres.

Lower disk space and bandwidth usage

The Attix5 patching process, combined with
individual file de-duplication, ensures
de-duplication across all Backup Accounts;
lowering disk space and bandwidth usage and

accelerating backups.

High level of security

SSL protocol-encrypted network communica-
tions, Advanced Encryption Standard (AES)
Storage Platform data encryption, Backup Cli-

ent user authentication, Web Access user

authentication and adjustable Backup Client
user permissions ensure the highest level of

backup environment security.

Key platforms
Desktop & Laptop Edition
Server Edition

Desktop & Laptop Edition
Server Edition

Server Edition





DESKTOP & LAPTOP EDITION
PROTECT ONETO 100 000
WORKSTATIONS WITH DL

Attix5 Pro Desktop & Laptop
Edition (DL) enables automatic
backup of data from desktop PCs
and notebooks running Windows or
Mac to an off-site data centre via a
Local Area Network or an Internet
connection.

Whether protecting a single
machine or a network of thou-
sands, Attix5 Pro provides the

same high level of security and
reliability while allowing Backup
Administrators to add or remove
users from the setup seamlessly
and manage all Backup Accounts
remotely via a single Console.

Recovery is as simple as selecting
the items you wish to restore,
choosing a location and clicking
Restore.





SERVER EDITION
BACK UP FILES AND DATABASES
WITH EASE

With a simple three-step recovery
system, small and large server
networks are reliably protected

with Attix5 Pro Server Edition (SE).

Available for Windows, Mac and
Linux operating systems, SE
ensures flexible and scalable
server data protection.

Back up files and databases,
including:

. Microsoft Exchange

. Microsoft SQL Server

. Microsoft SharePoint Server
. Oracle

. Sybase

. Lotus Domino





STORAGE PLATFORM CONSOLE
MANAGE AND CONTROL
ALL BACKUP ACCOUNTS

Control backup and restore proc-
esses and configure Backup Cli-
ents remotely using the Attix5 Pro
Storage Platform Console.

Multi-tiered Backup Group support
and Group-level settings enable
you to manage thousands of
Backup Accounts running on
Windows, Mac and Linux operating
systems, on workstations and

servers, across physical and virtual
platforms with ease.

User roles also enable the backup
administrator to assign roles to
users; giving them control of
certain Backup Account properties
while restricting them from altering
others.






BACKUP CLIENT

DESKTOP & LAPTOP (DL) / SERVER EDITION (SE)
V6.0 DATASHEET

Enable automatic backups and anywhere, anytime
recovery with Attix5 Pro; the .NET generation of Attix5
Backup Professional. A disk-to-disk solution available
for Windows, Mac and Linux operating systems;
Attix5 Pro provides private and business users with cut-
ting-edge, simple, reliable and secure data protection.
Using the Attixo Pro solution, you can back up critical
data from workstations and servers, across physical and
virtual platforms, to a secure offsite or local data
centre, while giving backup administrators full control of
all processes via a single console.

With Attix5 Pro Backup Clients, up-to-the-minute backup schedules
enable automatic and regular backups without user intervention,
eliminating the highest risk posed to the backup process — human
error.

Control which files and folders are backed up and restored using a
range of Attix5 Pro selection tools. These include filters and profil-
ing features that enable administrators to enforce backup selec-
tions. Controlled backup selection facilitates rapid, transparent
backups, even over low-speed connections.

Attix5 Pro’s flexible architecture provides you with multiple deploy-
ment options and caters for multiple workstation specifications and
operating systems, enabling the solution to grow with your business
or personal network environment.

Recover critical data in seconds from the user’s workstation or
remotely. Clients can select data to restore and data to exclude
from the restore process, and then initiate recovery themselves,
without the need for technical assistance.

® Automatic backup scheduling
Eliminate the risk of human error by automating the entire backup
process using Attix5 Pro’s up-to-the-minute backup scheduling feature.

® Scalable and flexible
One to thousands of workstations and/or servers running different
operating systems can be backed up to a central off-site or local data
centre (Storage Platform) and managed via a single console.

® Data de-duplication
Duplicate files are eliminated on the fly across all Backup Accounts,
saving bandwidth and storage space.

ATTIX’Pro

HOW IT WORKS

Files and folders stored on desktop PCs, laptop computers or servers
running Attix5 Pro Desktop & Laptop Edition (DL) or Server Edition (SE) can
be backed up to a Storage Platform (SP). In the event of data loss or
corruption, you can retrieve data from the Storage Platform and restore it to
the original or another computer in just a few easy steps.

' Console J S
{ | sp |

Attixc Pro scales seamlessly to accommodate anything from one to
thousands of workstations and servers; protecting data across physical
platforms, virtual environments and geographic locations and enabling
central management via a single console. The possible network scenarios
are endless but the flexibility of this component-based solution makes full
protection of all your digjtal data not only possible but efficient.

SP with optional | ;
( WebAccess [ MS
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Administrator with |
SP Console

Network users and servers }

Dial-up users and
servers with with Backup Clients

Backup Clients |

DATA PROTECTION.
SIMPLE. RELIABLE. SECURE.

® |ntelligent file selection
Use filters, profiling and file-level inclusion and exclusion to
specify data to back up/restore and data to ignore.

® Central administration
A single management console enables backup administrators
to control backup and restore processes and configure all
Backup Clients remotely.

® Client user self-restores
Backup Client users can restore data directly to their
workstations, without the need for technical support.





BACKUP CLIENT

DESKTOP & LAPTOP (DL) / SERVER EDITION (SE) 5
V6.0 DATASHEET ‘ ATTIX"Pro

Dynamic and manual data selection v v
Off-site storage support v v
Once-off daily and advanced backup schedules v v
Attix5 Pro Desktop & Laptop Edition
Pre-backup compression/patching v v ] p ptop
e Windows 7
Backup throttle v v e Windows Vista
Snapshot backups and restores v v e Windows XP (SP2)
Command-line interface (CLI) control v v e MACOS X 10.4 (Tiger)
Microsoft Volume Shadow Copy Service (VSS) support (open file backups)* v v e MACOS X 10.5 (Leopard)
Backup Client email notifications v v ® MACOS X 10.6 (Snow Leopard)
Client advertising banner v v
) i i ) Attix5 Pro Server Edition
Multiple Backup Sets (including separate data selections and schedules) v i
e Windows Server 2008
NTFS Change Journal support* v - Incl. Small Business Server bundles
Delta Blocking / Binary patching v - 32/64-bit OS support
 Only available in Windows versios e Windows Server 2003
- Incl. Small Business Server bundles
- 32/64-bit OS support
Full backup set or selective data recovery v v e Red Hat Linux
File search — available locally and remotely v 7 e o0penSuSE (10.3,11.0, 11.1)
Alternative destination restore v v * Fedora Core Project (9, 10 &11)
) e MACOS X 10.4 (Tiger)
Recreate directory structure v v
_— e MACOS X 10.5 (Leopard)
Overwrite files oY e MACOS X 10.6 (Snow Leopard)
File and folder permission restore v
Direct restore to target location v
Source and target-based data de-duplication v v SERVER EDITION
Data compression (in transit and storage) v v PLUG |NS
Backup resumes v v
Run backup in background (disabled by default)* v v Microsoft-related

* Only available in Windows versions e MS Exchange 2000 | 2003 | 2007
e MS SQL Server | MS SQL 7

e MS SharePoint 2003 | 2007

e MS VSS Database

System State Backup

Exchange Single Item Recover (SIR)

Nested Backup Groups and Collections with multi-tier access control and permissions e Wbadmin

Central administration

Client installation customisation and settings lock down

Network detection

Account limit and overspill control

Account expiry control and notifications Additional

Automatic Backup Client upgrades * Sybase AS"—: 12.5

b ic Profil e |otus Domino6.5 | 7
namic Profilin .

g & e Oracle9i | 10g
Remote Management e Email Notification
Month-end backup retention control e Script
Retries and timeouts e VMware

Reports (Standard, Enterprise and customisable)

SSL protocol encrypted network communications

Advanced Encryption Standard (AES)

Backup Client and Web Access user authentication and reporting

Adjustable Backup Client user permissions
Email: info@attix5.com

Integrity Checks (Stored data validations) a5 e e TS

Web Client interface with briefcase and email options





